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5 Plugins That Are Secretly Killing Your Website 

 

 

The beauty of running your website on a WordPress platform is the depth 

and breadth of plugins available to you.  These plugins extend the 

functionality of your site in a myriad of ways.   

What that basically means is you can do cooler, more complex stuff with 

your site much easier and cheaper than ever before. This means – sharper 

branding, more engagement, and better conversions. 

This is simply amazing (especially for those of us who can remember 

building websites in the 1990’s). 

However, the very thing that makes WordPress so powerful for business 

owners is also the very thing that can secretly kill your site.   

Currently (as of 11/2017) there are over 53,000 plugins in the WordPress 

repository. That is a lot of code written by a wide variety of programmers to 

do everything from flashy social media sharing and photo galleries to 

administrative tasks like security and database optimization. 
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These plugins add a performance and security wildcard to every 

website.  Out-of-date, rogue, abandoned, bloated, and unsecure plugins 

can bring your business’ shiny website to its knees in an instant. 

The top 2 ways you can prevent a website disaster are: 

1) Use only plugins trusted and tested by real tech experts on your site 

(That list is dynamic and changes all the time. That is why I stay up to 

date with a professional membership to be with the best of the best 

because no one can keep pace with what is happening on their own). 

2) Keep them up to date at all times (my peace of mind packages help 

with that). 

Now here are the 5 Plugins that will secretly kill your site:  

 

https://thepaulagcompany.com/website-peace-of-mind-maintenance-packages-for-small-businesses
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1) Broken Link Checker –a performance hog extraordinaire. The 

premise is sound (clean up broken links on your site) but the 

performance hit will kill your site. In fact many hosts ban this plugin 

from their servers. 

2) W3 Total Cache – used to be a go-to caching plugin but recently it 

has become too unstable and buggy to use.  It has brought down 

many-a-site with its updates in the last year and I have removed it 

from my client sites and my own site. 

 

3) Simple Share Buttons Addr – Used to be a great plugin but now it 

includes spam links and other undesirable code. 

 

4) Display Widgets Plugin – a very popular plugin to choose which 

widgets show on which pages/posts was pulled from the repository a 

few months ago.  It contains code that creates a “backdoor” security 

hole to your site allowing anyone to publish any content on your site. 

 

5) EWWW Image Optimizer Plugin – optimized images are super 

important for your site. Large images bog down your load times and 

turn visitors away. Yet plugins like this will kill your site even faster 

than the images will.   
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Bonus Tip: Most “security suite” plugins are an overkill that simply let you 

know something bad has happened after the fact while causing untold 

compatibility and performance issues.  (Think: iThemes security, 

WordFence, etc.). There are better ways to accomplish this and they don’t 

take a lot of time or money.   

Want to know how to avoid these and other plugins that secretly kill your 

website?   

Get the Business Website Recharge and have this expert knowledge and 

more applied to your specific website and unique needs.  

 

 

Who Am I? 

There are a million and one people who call 

themselves web designers out there from your 

neighbor’s teen to the flashy big agency in center city. 

So, why would you want to work with me? 

I am a rare breed of person who can seamlessly walk 

between the worlds of business and techie, integrate them for you in a way 

that makes sense for your unique business and speak to you in plain 

English. 

https://thepaulagcompany.com/business-recharge
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I’ve been building websites since 1995 and have been on top of 

developments in the field ever since. That means I actually understand 

what goes on “behind the scenes” of the technology, how it affects your 

website’s effectiveness, and whether the “latest and greatest” makes any 

bottom line sense for your business. I’ve been responsible for entire 

Intranets for global companies such as Saint-Gobain CertainTeed and 

Merck, programmed web applications inside of Fortune 100 companies, 

and built numerous websites for small businesses and creative artists. 

When you work with me you can count on me doing what I say and being a 

true partner in your project. That might sound odd to point out, but 

countless clients have come to me after being burned by other website 

shops who take their money and vanish, hold their site hostage, or build 

something different than what was agreed to. Those types of shenanigans 

never happen here. 

Get in Touch: 

Email: paula@thepaulagcompany.com 

Phone: 267-382-0568 

Web: https://thePaulaGCompany.com 
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